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acrobat cations, inc.

of Acrobat Communications, Inc. for 2010Annual4T C.F.R. Si:

Date filed: Februarlr 14,

Form 499t Filer lD:

Name of signatory: Barbulescu

Title of signatory:

l, Constantin certify that I am an the company named above, and acting as
an agent of the that I have personal that the company has established
operating procedures are adequate to with the Commission's CPNI rules.
See 47 C.F.R. S: 64. et seq.

Attached to this ts an explaining how the comperny's
procedurels ensure that company is in with the requirements set forth in section
64.2001 ert seq. of tlle

The company has not any actions instituted or petitions filed by a company at
either state the court system, or Commission against data brokers) against
data brokrers in the past . Companies must on any information that they have with
respect to the pretexters are using to access CPNI, and what str:ps
companies are takirrg to

The comprany has not any customer in the past year concerning the
unauthori:zed release of
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STI\TEMENT REQARDING OPERATING PROCEDURES IMPLEMENTTNG 4?' C.F.R.
SUIBPARI'U GOVERNING THE USE OF CI.ISTOMER PR.OPRIETARY NETIVORK

tNFORMAI||ON (,,CPNt")

Acrobat Oommunicatiorfs, lnc. (Acrobat) has esfablished policies and procedures to erssure
complianrce with Part 64 of Title 47 of the Code of Federal Regulartions, Subpart U - Oustomer
Proprietary Inforrnation t"cPNl") g 64.2001et. seq. of the comhission's rules.

l. Use Of CPNI Vt/ithout Customer Aoproval

A'. Acrobat may use, disclose, or permit access to CPNI firr the purpose of pnrviding or
marketing servicei offeri{gs.among the categories of service to whrich the customer already-
subscribe,s from Acroba{, without customer apprroval. Acrobat does not share customer CpNl with
any affiliates, joint venture partners, or contractors.

B. Acrobiat does not use, disclose, or permit access to CPNI to market to a customer
service offerings that ar$ within a category of service to which the subscriber does not already
subscribe from Arcrobat, without customer approval as described in section LC

(11) Acrobat may use, disclose, or permit access to CPNI clerived from the provision of
interexchange service, vfithout customer appioval for the provision of CPE and infornration
service(s)

(21) Acrobat may not and does not use, disclose, or permit access to CPNI to identify or
track customers that call competing service providers. For example Acrobat cannot use
interexchange cF'Nl to tfack all customer that call long distance competitors.

C. Acrobat may f.rse, disclose, or permit access to CPNI rrlrithout customer approval, as
follows:

1. Acrolat may use, disclose, or permit access to CPNI in its provision of inside
wiring, maintenance, and repair services

2. Acrofat may use, disclose, or permit access to CPNI for the purpose of
conducting rese{rch on the health effects of CMRS

3. Acrobat may use CPNI to market services formerly known as adjurrct to-basic
services, such.af but not limited to, speed dialing, computer provided direciory
as;sistance, call {nonitoring, call tracing, call blocking, call rcturn, repeat dialinf, call
tracking, oall waifing, caller LD., call forwarding, and certain centrex features.

D. Acrobat may use, dis-close, or permit access to CPNI to protect the rights or property
of the -carrier, or to proteqt users of those services and other carriers from fraudule-nt, abusive, or-
unlawful use of, on subsfription to, such services.

because A,crobat rioes
approval. Acrobat"s
purpose ollmarketing
venture parrtners, iand i

Acrobat does not obtain aprprovals for use of C;pNl
use or disclose custorner cPNl in any nlanner that requires customer
ng procedures generally prohibit the disclosure of CpNl for the
unications-related services to existing customers by its agrents, joint
:ndent contractors.

which curnently require
does not use custorner CPNI for any pLtrposes

approval. In the event that at a future time Acrobat wishes to
use custorner CPlll in a that requires customer approval, it will do so in accontance with



the approval and notice requirements specified in Sections 47 CFR 64.2007 - 64.200i8 of the
Commission's rules.

tv. Acrobat has

(a) In person - the customer must be personally known by the employee or the
customer must provide I valid photo lD matching the customer's account information.

(b) Tellephonp access to GPNI. Acrobat will only disclose call detail infornration over
the telephone, betsed or! customer-initiated telephone contact, if the customer first provides
Acrobat vrith a petsswor{, as described in paragraph (d) below that is not prompted bv the carrier
asking fon readily availaple biographical information, or account information. lf the cus;tomer does
not provicle a pa$sword, Acrobat will only disclose call detail information by sending it to the
customer's addrerss of r$cord, or by calling the customer at the telephone number of rccord. lf the
customer is able to prov[de call detail information to Acrobat during a customer-initiated call
without Acrobat's assistfnce, then Acrobat may discuss the call detail information pro,vided by the
customer.

(c) Online acpess to CPNI. Acrobat will authenticate a customer without the use of
readily av'ailable biograflhical information, or acaount information, prior to allowing ther customer
online acoess to ICPNI r$lated to a telecommunications service account. Once autherrticated, the
customer may onrly obtafn online access to CPNI related to a telecommunications service account
through a password tha! is not prompted by Acrobat asking for readily available biogr,aphical
information, or ac;count information.

procedunss in place to
Acrobat eruthentir;ates

(d)
or Forgotten P
the use o1l readily
a back-upr custonrer
back-up oustomer

ssure that customers are properly authenticated prior to disclosing CpNl.
customer prior to disclosing CPNI as follows:

of a Password and Back-up Authentication Methods for Lost
To establish a password, Acrobat authenticates the customer without
biographical information, or account information. Acrobat may create

method in the event of a lost or forgotten passwonJ, but such
method may not prompt the customer for readily available

for the back-up customer authentication method, the customer

(e) NotificatiQn of account changes. Acrobat promptly notifies customers whenever a
password, custonter resPonse to a back-up means qf authentication for lost or forgottr:n
passwords, online acco{nt, or address of record is oreated or changed. This notification may be
through a voicemail or tQxt message sent by Acrobat to the telephone number of record, or by
mail to the addres;s of repord, and will not reveal the changed information or be sent to the new
account informati,on.

(f) Business $ustomers Acrobat and its business customers address issur:s of CPNI
protection specifi<;ally in ftheir contracts. Acrobatis business customers each have a dedicated
account representative.

V. Notificattion of (]ustomer Proprietarv Network Infor:mation Security Breaches. - In tfre case of a
brea*r, 4s1o6u5 ) business days,
after reasonable determilation of the breach, electronically notify the United States Secret
Service (L|SSS) and the Federal Bureau of Investigation (FBl) through the FCC link atr
http://wwriv. fcc. oor/eb/cph i.

(a) Notifyt custonters onfy after 7 full business days have passed after notification to the USSS
and the Flll unless the USSS or FBI has requested an extension.



(b) lf there is an
order to avoid
relevant investigerting
request to minimize a

(c) Maintain a record
and notifications made
notification, a detailed
circumstarnces of the

(d) lnclude a summary

Vl. Record Retention

Acrobat shall reterin all
Acrobat has

the breach in the anrfualpompliance certificate filed with tfre FCC.

.  CPNI

formation regarding CHNI. following are the minimum retention periods

notification and record$ of gpproval if used - five years
,ting campaign if used - one year

five years
Certification - five yeflrs
ee training certificatiofr - five years
r information - two yeprs.
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